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This Diskstaf! Racovery (DREPtan(1s c(aftedtBided .on"acomi@Bethénsive Business Impact
Analysis (BLR)(and(develbyed!®ith 9o But-frien! debdetients)hcross our organization. It
(8hndrstrdten atsR Bnhiterto td leYsiridgtoperatibnal ceo(titiuity and safeguarding
fata. iegtity in' the' fade%f)!diSruptiahd. TRe#pldb' ofitithes, $léar Recovery Time
GhijErtiVes, (RTQO) #nébo RelcoVer& #Hoiht: OBjeftividd {RPO), .@nd employs CI/CD and
Dev®ps 'tei)tpratttésd TOHuaidoretol/@sy. Undén-thd 1eés8dership#dbleur CIO, a cross-
fuldtionaddigl Team gudaiteds elin't@adihds9a e mMahagtbamtd (re€bver from incidents
efficiefitlygtshoveayifgtout Hedicativh (BFesilieree AndPaidimtaining stakeholder trust.
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THEpH MM &BRCHVE %P our WIsatteyRecoVerdy (DR) poliay is'% enstire the resilience
a(idtlcpntinUltgedf WurservicesHn lthe!face Of i foreseerdlidents. This section outlines
b Rk &6eTySTirkg H)bjeetive (RFICYedhH. Re€otkry’ Poihti%obieadi#es (RPO) for critical
agd! vt g#itical $ystentsy Ehsuring thet-'5t4l8ehollle B UHSSrBard!"our commitment to
Hirgmizigg)Bow(icinié-and data loss.
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Our RTOs are established based on the criticality of our systems to business
operations, ensuring that we can quickly restore services to our customers and
stakeholders:

QP GHtital SMIEEDCBA@

For systems deemed critical to our business operations, including customer-facing
applications and core infrastructlre, our RTO is 4 hours. This means we aim to restore
these critical services within 4 hours of idefitifying a disaster or disruption.

QZDlghHKNICICIYHEEDEBAD @

For systents classified as non-critical, which may include internal business applications
and secondary support systemy, our' RTO is set at 24 hours. These systems will be
restored Within 24 hours following a disaster, ensuring minimal impact on overall
business cbntinuity.

I BeadVary  PoiNeiBbictHwe (RSI—%o'

Out RRO reflekts the maximum amount of data that may be lost due to a disaster and
is crucial for determining our da® backup frequencies:

QPANSYSERCBAD@

We maintain adunifdtm RPO of 15 minutes for both critical and non-critical systems.
This ¢pbjective ensures that, in the event of a disaster, we can recover data from
backups that afht most 15 minutes old, minimizing potential data loss to a level that
is substantially manageable and withlf®acceptable risk thresholds.
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Bligh|iARE the indittdudis involved Bisyrudtiorss' for (r&dpvering data BErcorfiffrehetsiv@ artjizement for the
ifFexechting!the disaster recovery frai'the Bayklpsit& should be Hypesofl Jigdster rEcQupryisiteZ that will be
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To(aiMtiEsbthe effiettivéiess) antl dccoblirtabilityof@ul) disaster recovery (DR) efforts,
we )egtdiilish d)dedi¢dtedt Fige) Teaid€d by*the* Ghief Information Officer (CIO). This
yedmris comprised (of(lérdss)finctdrial ‘experts from* IT* cybersecurity, operations, and
gther cHtitdl*aredl) refevadt 19 Yur- DR &trategy: THe CtQ'y'leadership ensures strategic
HignQent) 8t odthe DR Pian with "out&oVErarciiing IT afd bustness objectives, providing
ddar dir€ctifrr k)id )! duthoritative* détision-mbking. # Phe Tiger Team's roles,
respodtsibflifitk, br{l Jctivatido)patgcold &éHiftegral to*dUr plan, ensuring focused and
expett Mnagamient 6f DR oflératig)ts for rapid and efficient recovery.
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Fhratigh extehsive alitdmdtion an# monitoring,'we ensure that any system disruptions
are quickly identified and addressed. Ourl DevOps team employs real-time monitoring
thols! to track #ystem hedlth "and performahce,! enabling rapid response to any
incidents.

5360l dbmratje nin 868y S0X.

Our DevOpis cultiure fdsters close kollaboratfon between development, operations, and
security teftms. This integrated &pproach ensurds that we can swiftly respond to
disasterd# with choss-furctiothalttedms working tbgether to restore services within the
defified RTO.
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BA3ReGHrapHi{eal R Bidstcy:
Our infrastructure is distributed across multiple geo-diverse data centers. This

geographical dispersion ensures that, in the event of a regional disaster, we can reroute
traffic and operations to unaffected data centers, minimizing service disruption.

BRIANHEH ReDHEOESH SBARATHLL:

To achiev&kMur RPO of 15 minutes, we implement real-time data replication and
frequedt backups across our geo-diverse data centers. This ensures that we can restore
the most recent data wit¥d miMmaldoss, ty@ically ot exceeding 15 minutes' worth of
transactions.

& Fevting BEntgakdafion

To ensure the effectiveness aiMd readkinesy 6™Kdr Disaster Recovery (DR) plan, we
implement a rigorous testing and validation regimen. This regimen is designed to
evaluate our preparedness for various disdster scenarios and to identify opportunities
for enhanci our DR strategies. The followiRgoutlines our approach to DR testing and
validation:

BABASAIA2"

Tabletdp exercises are coWducted quarterly to simulate disaster scenarios in a
structured group discussiord format. Th¥se @xercises involve key stakeholders from
across the organization, including IT, operations, and executive leadership.
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(3 PEAESSH

During these s&ssion’, participant’ review specific disaster scenarios and walk through
the DR plan's activation] execution, and tcommunication strategies. The aim is to assess
the plan's effectivefiess in a theoretical contekt afid to identify any gaps or areas for
iprovement.

A QUiRU&#

EachBabletdp exerciseBs foBdwed by a debriefing"session where participants provide
fe®&lback on the DR "plan's!"clarity, comptehensiveness, and practicality.
Redommeridatiohs fdr improveéments are 'ddcumented for review and incorporation
into the DR plan.

Seh-AxfittaDkifhBrid1¥0SERrdHesting

(0 QR UL #

tull end-to-end testing of the DR pldn is conducted every six months to validate the
oferatibnal readiness "of our disaSter recovery procedures. This includes testing the

technicalBcapabilities' for &nvironment' ptovisionidg, data restoration, and service

failover, as well ds the Bperationial coofddination among response teams.

(2, PlASB$H

The test involves the actual activation of the DR plan, including the spinning up of
fecdvery énvirbnrthents, restbBtion of 'data frofrZ backups, and rerouting of traffic to
simuldte real-wdrld dfsaster recovery operatibns: This process is closely monitored to
easure'rekovery times and data intégritydgainst our defined RTOs and RPOs.
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(33. QUiteo&t:

Followdng edch fuliterid-to-entd #estt dfcdmptehendgiVe reVigiv meeting is held to analyze
thie #esttrésults, discus# ghy igsdes edicGuiteredt and #valuate the performance against
tie DR pla#'s #bjectitvds. Bhis review helps'in'{8emtifying practical challenges and areas
whiretthe"DR plath athd prdceddires may be optimized.

" . e ~N N /S AN s A 4 oA Ay \ /7 =z Z/\ N\ s

B Rechdiatddheads cim MaiPeaaaaeacaiaé
0. ReeSféw  Qrdcess:

Aftterfteac testing sedbigh (Whether 'tabietog dbr full "entl-to-end), a formal review

préicess ¢t ulvdertaken!" #Fhis#involves8tH¢ BR team, # Wdtership, and other relevant
stykeldtders whho gathertto digcuss#the dutcorte#and feedback from the test.

12, BEEURDLITDS
Bhsights athd |€¥50#s leartat from#h#se tésts atetmeticulously documented, including

anytdeviatigastfrismtexdpected recdivety MetHcs, prokedural difficulties, and suggestions
for imppbvement.

(3. REIOR&AIDIOz$
Raged orft the #utcothes af thie fhostiest teviewstt the YR plan is updated to reflect

etessatly revisions. Thi® maydinclude #djusttnehts tatrecovery procedures, updates to
communricatio#t pl##, andfenhdndements to technical solutions.

(34 COOUHDCIGHOS

Chénges #o the DR plan #ire cdmmiicatedt totall relevant parties, ensuring that
gverytine is formed &f thetlatest grotedures andtexpedtations. Training sessions are
scheduledtistheeded tatfathitiarize the féam with any significant changes.
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This structured approdch to ltdsting and validation ensures that our DR plan remains
robust, responsive,! and aligned! with! olr levolving organizational needs and
tethnological landscape. By fegularly thallenging our preparedness through these
exercises, We reinforcé our tohhmitmént td madintaining operational continuity and
safegliarding our assets and stakeholders against disasters.

INKIMHDIEBEN RGO FH

Bff2ctive dommunication!is crucial during a disaster recovery (DR) event to ensure
coordlnation, tninimize dorfusion, and maintain!stakeholder trust. Our communication
plan outlines the lprotocols and dhannelk for disseminating information during and after
a DRlevent.

INKKMHDIFENHGLCFK

K\presigrartikm:

Wdedicated!Communication Téanh is established, consisting of members from the DR
team, corporadte !corhmunitations, and, if necessary, legal and customer service
departments. This team is Ye$ponsible fér mhnaging all communications during a DR
event.

xavRdlesaaodRespansSihiitiesmruns

The team! coordinates !mlessdges to internal dnd external stakeholders, monitors
ihform%bion!flow, and upddates communication materials as the situation evolves.
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Internal Communication

O/L. Ay fli@nce:
ot @loyets, rhanagemedt, andl inffernal stakeholders.

OU.SRAr&DO,
whal, intefhal messagingt Iy s6d (&L, SNacK, Blicrosoft Téams), and intranet postings.

Of. Spytent:
Reghlaeupdates orethe statud of theO®! eVent dhstruttiogs for employees (e.g., work-
fioni-hor@8[dir€ctives, champ®LirBrespdnsibilit¥ish, and safety information.

External Communication

O/L. Ay fli@nce:
Castbmers, pdrtners, medid,G#d the public.

OU.SRMTEDO,

CYmpgmy website (dedicat8d StHUQHER), eh@ilbnbtifications, social media, and press
rdleages.

OF. 6fwytant:
BB nefitcation of fhe lkevente ongbing!gediatdd! on Ae®lution efforts, expected
ghgelined fof GerviteQlrestor&io and" BbnthctCenflSrmatibr# for customer support.
Trans@arency @an@€reassuganc€hte key! wiel aeommitinent to regular updates and post-
dventbandlysis.
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Communication Protocols

S84 NaHa288690

S Ut Eas5) m Ud R letdfter-the DR . puait-i. d¥cldred, pEItEdinGos b&ief bvetvietof
the/&itQatipm, the®xpeefedi%impilt/ofsé it rantl tBert&)s-Béing & kerdit) lesponse.

S RefubhAthibakes

Pchtidite S Anpdates. (. Ndli ty+ato6&iIN, 1déSe)iding Hr the. VEMt's s@NBLY)*to. ISep
tedketiglde&)infatmet HF plogtSdsowattd?) reséh)tibr&)shabiget+in txplcted recovery
Hinedo M BINAEOLTOME i dh tBeth$oart.

52 EREUN683258090

cbBprEg&ensive) Eovpit)cation endetthalr DR eb et RoBdg)ved+&di@#tingtthe incident,
the /sEpsWalentto./fesol&eHt, . tHd/1Wshbe )darriddl-abe) Niry* fofthreming .Bhadrges to
Preyent Tutdré arclirrences.

Commuyngcation Templates

52 PielabbE8690

BEe-iuftée teiplakes® fo& )% YOUTE A oriSH#Ip datedh)Hnd) Fial *cO)Eranjtations to
e$petlite Mi%ssagd ik atid & ufioe, a DR efeStoddmpbates/ar&Hst@nlized based
O thedatiBeh ceX Bt e)prblvs +extdvatBHAniHthe €S ni)8LMEME b Hannel.

Sh RKeviewE0idaama@isiD

BllH-coO MRt o B! Yenip s+ o &) g dibg . Mmessage K ardHeikwHb B ridHa(pleved by
the >Gosririzatichd Fedm.)to.efsut@oddcuradd/ Javsiske)iey Yahd.)adhétence to the
CBOOINGSHI%s Birg: SHiai s,
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